MANIPUR PUBLIC Advt. No. 04/2021

SERVICE COMMISSION | Deted 29/11/2021

No. 7/6/2019-MPSC(DR): Applications are invited for direct recruitment to the following posts in Forensic
Science Laboratory, Pangei under Police Department, Manipur.

sl. ) Class &
' No. Name of Post Pay Scale Service Total post
1 | Scientific Officer (Cyber) RS 9'300'3‘2‘2%%//'_ with GPRs. | 1 g cil 1-UR
2. | Scientific Assistant (Cyber) Rs. 9'300'3‘2‘_2’%%//'_ With GPRs. | 11 & civil 2-UR
3. | Scientific Assistant (Chemistry) | & 9'300'3‘22%%//'_ With GPRs. | 11 ¢ civi 2-UR
Scientific Assistant Rs. 9,300-34,800/- with GPRs. | o ~ o | .
4. (Photography) 4,300/ 11 & Civil o 1-UR -

2. Centre of Examination: Imphal.
3. Period of probation: 2(two) years

Eligibility Conditions:-

(iy The candidate must be a citizen of India. )

(i) The candidate must be able to speak Manipuri or any of the Tribal dialect of Manipur.

(i) The candidate must be a permanent resident of Manipur provided that a candidate whose parent
or any of his/her ancestors in his/her direct lineage are permanent resident of the State, with
proper documentary proof.

(IV) Age Limit: A candidate shall be 38 years or below as on 20/12/2021 (Upper age limit is
relaxable for Government servants appointed under the Government of Manipur to the extent of
the period of continuous service put in the post/service).

Note: There will be no age relaxation for SC/ST & OBC candidates as there is no reserved post
reserved for SC/ST & OBC category for this examination.
(V) Educational and other Qualifications as on 20/12/2021:

Sl
No.

Name of Post Qualification(s)

Essential: MCA/ M.Sc IT/ M. Sc. Computer Science with Physics as one
of the subjects in Bachelor Degree or Degree in Computer Science and
Engineering or M.Sc. Forensic Science with Physics as one of the subjects
— in Bachelor Degree and P.G. Diploma in Computer Application or M.Sc.
fg'y‘:;t:;ic Officer Physics with P.G. Diploma in Computer Application from a recognised
University/ Institute.
Desirable: (i) Research experience in Cyber Forensic in a recognised
University/ Institute.
(i) Experience of working in a Forensic Science Laboratory.

Essential: MCA/ M.Sc IT/ M. Sc. Computer Science with Physics as one
of the subjects in Bachelor Degree or Degree in Computer Science and
Scientific Engineering or M.Sc. Forensic Science with Physics as one of the subjects
2 Assistant in Bachelor Degree and P.G. Diploma in Computer Application or M.Sc.
(Cyber) Physics with P.G. Diploma in Computer Application from a recognised
University/ Institute.

Desirable: Experience of research in Cyber Forensic in a recognised
University/Institute.
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5.

6.

Essential: M.Sc. in Chemistry/ Biochemistry/

Scientific Forensic Science (with Chemistry in Bachelor’s
3 | Assistant degree) from a recognised University.
(Chemistry) Desirable: Previous experience in a Forensic Science Lab. recognized by
State/ Central Govt. o
4 icsi:::::: M.Sc. in Forensic Science (with Physics as one of the subjects in Bachelor
degree)/ Physics form a recognised University/ Institute.

(Photography)

(VI) Choice of post with preference:
A candidate may apply for more than one post depending upon eligibility but preference
must be given in the relevant boxes. Preference once filled will not be permitted to
change in future,

Name of post applied Pref::;ence
| Scientific Officer (Cyber) ) -
_Scientific Assistant (Cyber)
Scientific Assistant (Chemistry) _ ]
Scientific Assistant (Photography)

STARTING AND CLOSING DATE FOR SUBMISSION OF ONLINE APPLICATION:
The online application should be applied at www.empsconline.gov.in w.e.f. 29/11/2021 upto
12:00 midnight of 20/12/2021 after which the link will be disabled. Submission of application in
any other mode will not be entertained.

MODE OF SUBMITTING APPLICATIONS:

(1) Before applying for the post, candidates should register as per “ONE TIME REGISTRATION”
scheme through the official website of Manipur Public Service Commission i.e.
www.empsconline.gov.in .

Candidates need to upload full details before applying any post. Once the ONE TIME
REGISTRATION is completed, candidates need to fill up and complete his/her PROFILE by
submitting all the relevant details. This includes:

1. Upload Passport Photograph, signature as proof etc.

2. Add Personal information.

3. Add Parents Information.

4. Add Educational information

5. Add Language and Physical Nature.

6. Add Experience.

Once the above mentioned processes are completed, only then the candidate can apply for the

post.
(II) Candidates who are already registered user of the portal may directly login and apply.

(I1I) Candidates are responsible to ensure correctness of the personal information and secrecy of
password and they shall keep in mind the user ID and the mobile number for further
communication. Applications which are submitted not in accordance with the instructions will be
summarily rejected. Documents to prove qualifications, experience, age, community etc. have to
be produced as and when called for by the Commission. Any variance in the documents
submitted online and physical documents will be summarily rejected.

Fee: Candidates are required to pay a fee of Rs. 500/- for General & OBC and for Rs. 250/- for SC &

fee is payable for DAP (Differently Abled Candidates)

Note 1: Candidates should note that payment of examination fee can be made only through online
mode as mentioned above. Payment of fee through any other mode is neither valid nor acceptable.
Application submitted without prescribed fee/mode shall be summarily rejected.

Note 2: Fee once paid shall not be refunded under any circumstances nor can the fee be held in
reserve for any other examination or selection.
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10.

11.

12,

13.

14.

Note 3: For the Applicants in whose case payments details have not been received from the bank,
they will be treated as fictitious payment cases and their applications will be rejected in the first
instance. A list of such applicants shall be made available on the Commissions website after the last
date of online application. On receipt of documentary proof, genuine fee payment cases will be
considered and their applications will be revived, if they are otherwise eligible.

In case of any problem being faced in the processing of the online application, drop a mail
at empsconlineissues@gmail.com along with your phone number and problem being faced
from your registered user mail ID.

All candidates in service other than casual or muster roll will be required to submit/upload the “"NO
OBJECTION CERTIFICATE" duly issued by the concerned Department/Authority for appearing in
the examination.

The eligible candidates shall be issued an e-Admission Certificate. The e-Admission certificate will be
made available in the MPSC website (www.empsconline.gov.in) for downloading by the candidates. No
admission Certificate will be issued from MPSC Office or sent by post.

No candidate will be admitted to the Examination unless he/she holds the above mentioned e-Admission
Certificate and any one of the Identity Document mentioned above.

The decision of the Commission as to the eligibility or otherwise of a candidate for admission to the
Examination shall be final. If on verification at any time before, during or after the Examination/
Interview, it is found that a candidate does not fulfil any of the eligibility condition, his/her candidature
for the Examination will be cancelled by the Commission.

Withdrawal of applications: No request for withdrawal of candidature received from a candidate after
he/she has submitted his/her application will be entertained under any circumstances.

The answers to the MCQ will be uploaded within a day of conclusion of the examination. Any complaints
regarding the correctness of the answers to the MCQ should be filled with relevant explanation and proof
within 7 days.
The Commission reserves the right to amend this notification in parts or to the whole.
Scheme & Syllabus of Examination:

A. Written Examination (MCQ Type); 450 marks

i). PaperI: General Studies; 100 marks for 100 Questions; Duration- 1 Hrs

a) General English (Grammatical Knowledge) - 10 marks
b) Current Affairs (State, National & International events) - 10 marks
¢) General Science - 30 marks

d) Forensic Science  -15 marks
e) General Mental Ability (Analytical and reasoning, Numerical abilities) — 35 marks

ii). Paper II: Optional Paper; 200 Marks for 200 Questions; Duration- 2 Hrs
Candidates have to choose any one of the following Optional papers as per
qualification prescribed for each post.

a) Physics

b) Chemistry

¢) Forensic Science and

d) Computer Science and Applications

The syllabi of Physics, Chemistry, Forensic Science and Computer Science and
Applications for Optional papers are enclosed as Annexure A/1, A/2, A/3 and A/4
respectively.
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Note:

iii).

The syllabi of Physics and Chemistry are as in Manipur Civil Services Combined
Competitive Examination, 2019 and those for Forensic Science and Computer Science and
Application are based on those of UGC NET.

Paper IIl: Additional Paper; 150 Marks for 150 Questions; Duration- 1 Hrs &
30 mins.
A candidate has to choose any one of the following subject as additional paper depending
upon the posts applied for and their qualifications which will decide the applicable
post.

a) Forensic Chemistry.

b) Cyber Forensic.

¢) Forensic Photography.

The syllabi of Forensic Chemistry, Cyber Forensic and Forensic Photography for Additional
papers are enclosed as Annexure B/1, B/2 and B/3 respectively.

The syllabi for Forensic Chemistry, Cyber Forensics and Forensic Photography are mainly
based on the syllabus of LNJN-National Institute of Criminology and Forensic Science,
Delhi.

B. Interview/ Viva-voce- 50 Marks

* Combination of Optional Papers and Additional Papers according to post(s):

.

II).

111).

sl. Name of Post(s) Combination of Optional Paper(s) and Additional
No. Paper B
Physics and Cyber Forensic
Scientific Officer (Cyber) and or
1 | Scientific Assistant (Cyber) Forensic Science and Cyber Forensic
or
Computer Science & Application and Cyber Forensic
, | Scientific Assistant (Chemistry) g:‘em'sm' and o stry
Forensic Science and Forensic Chemistry
3 Scientific Assistant (Photography) zEySiCS ghd Forensiciliiotography
Forensic Science and Forensic Photography |
Candidates are advised to carefully choose Optional Paper and Additional paper
according to the post applied. Choosing of incorrect combination of Optional paper and
Additional paper against the post applied will results to rejection of application. No
appeal will be entertained in this regard.

Each correct answer in MCQs will earn 1 mark and there will be and a negative marking
0.5 marks for wrong answer.

The number of candidates to be called for interview will be 3 (three) times the number of
vacancies advertised among the candidates who secure 40% marks in the written
examination (i.e. 180 marks out of 450 marks in written examination). Candidates securing
equal marks with the last candidate in written examination will also be called for interview.

The final merit list of the candidates would be based on the total of the written and
Interview marks. In case more than one candidate has the same total marks then the
candidate possessing Desirable qualification will be ranked higher. In case, the candidates’
total marks are equal and they all possess Desirable qualification, the candidate securing
higher marks in Additional Paper will be ranked higher. In case, the candidates’ total marks
are equal, possess Desirable qualification and marks of Additional Paper are same then, the
older (in age) candidate will be ranked higher.
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1IV). A candidate found to be furnishing incorrect information to the Commission,
suppressing information, violating instructions, adopting various unfair means
in the Examination like impersonation, cheating, etc is liable to be disqualified
and/or debarred from writing MPSC Examinations as decided by the
Commiission.

15. Schedule of written Examination will be notified later on. . b i {.,“r\
II A \‘\ i
kﬂ@f/ (,:‘\\

(S.N. Vaiphei)
Registrar,
Manipur Public Service Commission

Copy to:
Secretary to Governor of Manipur.
Secretary to Chief Minister, Manipur.
Staff Officer to the Chief Secretary, Govt. of Manipur.
P.S. to Chairman, Member MPSC.
Special Secretary (Home), Govt. of Manipur.
Joint Secretary, Controller of Examination, MPSC.
Director DIPR, Imphal, with a request for publication in local dailies as news item.
Director, Forensic Science Laboratory, Pangei, Manipur.
Director/IT, Manipur for uploading in Manipur Government website.
0. Station Director, Doordarshan Kendra Imphal, Porompat, Imphal
He is requested to announce it as news item.
11. Station Director, All Indian Radio, Imphal. He is requested to announce it in all local dialects as
news item.
12. The OSD (Legal), Under Secretary, MPSC.
13. Cubeten Technologies Pvt. Ltd. for necessary action.
14, Official Website of MPSC (www.mpscmanipur.qov.in)
15. Notice board, MPSC.
16. Guard File.

H©OONG UL WN -
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Unit- 1V

Chemical warfare agents: Classification, physical and chemical properties, toxic
effects, detections and protection,

Metals and Alloys: Scope & Significance of metal and alloy analysis in forensic
science. ldentification & composition of metals and alloys, purity of metals
including precious metals such as gold, silver and platinum. Different types of
metals and alloys commonly encountered for forensic analysis. Hall marking of
precious metal according to BIS.

Unit-V

Toxicology: Commonly encountered poisons in cases of poisoning in India.

Shelf life of poisons. Detection of drugs and their metabolites on the spot in
body fluids and tissues.

Plant Poisons: Introduction, classification, identification by microscopic
technique, colour test, thin layer chromatography and other instrumental
techniques.

Animal Poisons: Commonly encountered animal poisons in India. Snake venom
active constituents of snake venom, collection of samples for analysis,

pharmacological action on human body, Analysis of snake venom by precipitin
test.

Water Soluble Drugs/ Poisons- Pharmacological action, problems associated
with extraction from pharmaceutical products and biological material. Method
of extraction using lon pair (drug —dye complexometry). Isolation and
Identification by TLC, and UV Visible spectrophotometry.

Ptomaines: Introduction, interference caused in analysis of poison, especially in
putrefied viscera, poisoning due to ptomaines.

Unit VI

Methods of Extraction- Classification of matrices: biological and non-biological
matrices. Modern methods of Extraction: Solid phase extractiori, solid phase
micro extraction. Different methods of extraction for volatile and non-volatile
poisons: Solvent extraction and isolation, distillation /steam distillation, micro
diffusion, dialysis, dry ash, wet digestion. Extraction of poison by stas-otto
method, ammonium sulfate method from viscera, blood, urine, stomach wash

and vomit, cold drink, food material and from other matrices of forensic
importance.



Unit VII

Pharmacology of Forensic Drugs & Poisons: Studies on absorption, distribut_ion,
pharmacokinetics, metabolism pathways of common drugs and poisons, Drug
toxicity, excretion of drugs and poisons.

Study of Metabolites of methanol and ethanol, acetyl salicylate, DDT,
Parathion, Pentothal, carbaryl, phenobarbitone, diazepam, amphetamine and
heroin, ketamine. ldentification of the drugs & their metabolites by GC-Mass &
LC-Mass.

Unit VII

Analysis of Gases and volatile poisons: Alcohols, aldehydes, ketones,
hydrocyanic acid, chlorinated hydrocarbon, benzene nitrobenzene, turpentine,
carbon dioxide, carbon monoxide, ammonia, phosphine, sulfur dioxide,
hydrogen sulphide, chlorine in Biological fluids.

Heavy metal poison and their Chemical Analysis (Arsenic, antimony, mercury,
bismuth).

Analysis of pesticides: Organochloro, organophosphorous, carbamates and
synthetic pyrethroids.

Method of analysis of acidic/ basic/ neutral drugs in viscera

Toxicological findings- Significance of analytical studies with forensic

examination, interpretation of toxicological finding and preparation of reports,
toxicological analysis of decomposed materials.

Unit-IX

Scope and significance of the analysis of controlled substances in forensic
science, Classification of NDPS Drugs and their characterization,
NDPS Act- Relevant Sections

Drug dependence, drug addiction and its problems.

Unit-X

Analysis of Narcotic Drugs: opium and its major alkaloids, heroin and other
synthetic narcotics.

Analysis  of  Psychotropic  substances: Barbiturates, methaqualone,
benzodiazepines, and Z- drugs.

Analysis of Stimulants: Cocaine and amphetamines and ephedrine,
pseudoephedrine, mephedrone related derivatives and cathinone,

Analysis of Hallucinogens: Ganja, hashish (Charas), LSD, Mushroom and
cactus.



Define precursor, commonly encounter precursors of NDPS drugs, Search of
clandestine laboratory, precursors and their analysis

Analysis of Designer drugs, club drugs, date rape drugs by Field test, colour
test, micro crystal test, thin layer chromatography.

Analysis of NDPS drugs in biological samples and their importance, methods of
extraction of drugs from urine, blood, and saliva.

Excretion of drugs through hairs and nail and their examination. Procedure for

collection, of hair sample, storage preservation. Method of extraction of drugs
from hair and nails and their identification using instrumental techniques.

Unit-XI

Confirmation of drugs through instrumental techniques: Analysis of Narcotic
drugs, depressants, tranquillizers, stimulants, hallucinogens, club drugs & other
drugs of abuse through High Performance Thin Layer Chromatography, Gas
liquid chromatography, High Pressure liquid chromatography, , UV-visible
spectrometry, IR/FTIR and Raman spectroscopy, Mass Spectrometry, GC-
Mass and LC-Mass, HPTLC-Mass. Method validation and calibration of
instruments.

Unit-XI1

Detection of adulterants: NDPS drugs and their commonly encountered
adulterant. Determination of nature of adulterant, diluent, and additives.
Percentage purity determination: Estimation of % purity of the NDPS drugs and
detection in seized samples such as opium charas, amphetamine, cocaine, and
tranquilizers in seized sample

Reporting of cases and court testimony: Laboratories authorized to conduct
examination an expert authorized to report NDPS substances, Limitation of
chemical analysis of drugs. Report writing and interpretation of drugs analysis.
Court testimony in NDPS Act cases. Case studies and ground for acquittal.
Moot Court.

Unit-XIII Molecular Spectroscopy

Ultra violet and visible spectroscopy: Qualitative discussion of molecular
binding, molecular orbital, types of molecular energies, qualitative discussions
of rotational, vibrational and electronic spectra, spectra  of polyatomic
molecules.

Effect of Chemical Structure and solvent on absorption spectia, qualitative and
quantitative analysis and limitations. Applications in forensic chemistry and
toxicology.



Infrared spectrophotometry: Basic principle, components, Sample handling,
Dispersive and Fourier transform spectrophotometry, (FTIR). Qualitative
analysis and interpretation of IR spectra, correlation of infrared spectra with
molecular structure and applications in forensic chemistry and toxicology.
Raman Spectroscopy: Basic principles, Instrumentation, sample handling and
illumination, structural analysis, polarization measurements and Dispersive &
FT analysis and Applications in Forensic Chemistry and Toxicology. Advantage
of Raman over IR and vice versa, Role of microscope.

Unit XTIV Atomic Spectroscopy

Atomic Absorption Spectroscopy (AAS): Instrumentation, interference in AAS,
background correction methods, graphite furnace quantitative analysis and
applications. Detection limit and sensitivity.

Atomic Emission Spectroscopy (AES): Instrumentation and techniques,
arc/spark emission, ICP-AES, comparison of ICP vs AAS methods, quantitative
analysis, ESCA and its applications.

Fluorescence and phosphorescence spectroscopy: Types of sources, structural
factors, instrumentation, comparison of luminescence and UV-visible
absorption methods and applications. Nuclear Magnetic Resonance
Spectroscopy: Basic principles, theory and Instrumentation and applications.

Unit-XV Chromatographic Techniques

General principles of Adsorption chromatography, partition chromatography,
Size Exclusion (permeation) chromatography, Affinity chromatography. lon-
exchange chromatography, Capillary Chromatography, column chromatography
Gas  Chromatography: Gas solid chromatography, Ga Gas-liquid
chromatography, types of columns, types of detectors used. Advantages and
Limitations of different Detectors, GC-HS. Applications of GC in forensic
chemustry & toxicology.

High Performance Liquid Chromatography: Basics of LC, types of columns and
stationary phase, mobile phase, column conditioning, types of detectors,
interpretation of chromatogram. Application of HPLC in Forensic chemistry
and toxicology. Limitations and Advantages of HPLC over GC. Basics of
HPTLC and their applications in Forensic chemistry and Toxicology.

Unit-XVI Spectrometric Techniques:

Elements of X-ray spectrometry: X-ray absorption and fluorescence, Energy
Dispersive X-ray Analysis (EDX), wavelength Dispersive X-ray analysis
(WDX), X-ray diffraction, Auger emission spectroscopy and applications.
Basics of Mass Spectrometry: Sample flow, Different Ionization methods-
chemical ionization, electron spray ionization, Tandem mass spectrometry



Vacuum systems, Mass analyser, lon Microprobe Mass Analyser (IMMA), Data
handling, Correlation of mass spectra and molecular structure.

Applications of Mass Spectrometry in Forensic Chemistry and Forensic
Toxicology.

Hyphenated techniques: Gas Chromatography coupled with FTIR, Gas
Chromatography  coupled with mass spectrometry (GC-MS), Liquid
Chromatography coupled with mass spectrometry (I.C-MS), Fourier transform
mass spectrometry (FTIR-MS), Inductively coupled plasma MS (ICP-MS),
High Performance Thin Layer Chromatography coupled with Mass
spectrometry (HPTLC-MS)

Applications of Hyphenated techniques in Forensic Chemistry and Toxicology.



ANNEXURE B/2
Cyber Forensics Syllabus

Unit I - Analysis of Digital Evidences

Rules and Services of Digital Forensics, Daubert Standards, Locards Principle of Exchange
in Digital Forensic. ISO/IEC 27037: 2012.

Forensics [nvestigation Process- Pre-search consideration, Collection of Evidences from
crime scene, Acquisition, Duplication & Preservation of evidences, Examination and
Analysis of evidences, Storing of Evidences, Documentation and Reporting, Maintaining the
Chain of Custody. Hashing and its importance. Understanding Storage Formats for Digital
Evidences - Raw Format, Proprietary Formats, Advanced Forensic Formats. Data
Acquisition of live system, Shutdown Systems and Remote systems. Digital Forensics
Standard Operating Procedures. Software and Hardware Tools used in Forensic Analysis -
Open Source and Proprietary tools. Challenges and issues in Cyber-crime investigation and
Digital forensics.

Unit IT-Windows Forensics

Windows Systems Artifacts: File Systems, Registry, Event logs, Shortcut files, Executables.
Alternate Data Streams (ADS), Hidden files, Slack Space, Disk Encryption, Windows
registry, startup tasks. Forensic Analysis of the Registry - Use of registry viewers, Regedit.
Extracting USB related artifacts and examination of protected storages. Email investigations.
Data recovery — Tools and techniques. Malware Analysis.

Unit I -Linux and Mac Forensics

Linux system and Artifacts — Use of built-in command line tools for forensic investigation —
dd, defldd, fdisk, mkfs, mount, unmount, md5sum, shalsum, dmseg, Ownership and
Permissions, Hidden files, User Accounts and Logs. Mounting of hard disk having forensic
image, Use of ,,FIND* command for searching and timeline analysis of files.

Mac OS system and Artifacts - System startup and services, Hidden directories, System Logs
and user Artifacts.

Unit IV — Cloud and IoT Forensics

Introduction to Cloud Technology and its various components, Cloud Security Architecture,
Secure Cloud based service, Identity and Access Management, Encryption and Key
Management. Cloud Forensic Challenges.

Technical Dimension- Data Collection, Live Forensics, Evidence Segregation, virtualized
environments and proactive measures. Organizational Dimension- Internal staffing, External
Dependency Chains, Service Level Agreement, Multiple Jurisdictions and Tenancy.
Investigative tools in the virtualized environment. Analysis- correlation, reconstruction, time
synchronization, logs, metadata, timelines.

Unit V — Overview of Networking

Introduction to Network and Communication technologies — Overview of OSI Model and
TCP/IP Protocol. IP Addressing and NAT. Types of IP addresses. 1P Addressing Classes,
Subnet Masks, Subnetting and Supernetting. Network Topologies. Network Devices - hubs,
switches, bridges, repeaters, routers etc. Types of Networks - LAN, MAN and WAN.
Routers and Routing Protocols.



Unit VI - Threats, Vulnerabilities and Attacks

Network threats and vulnerabilities, Types of network attacks- eavesdropping, spoofing,
modification, Cross-site scripting, DNS Spoofing, Routing Table Poisoning, ARP Poisoning,
Web Jacking. Phases of Hacking and Detection — Reconnaissance Phase, Passive Attacks,
Active Attacks, Detection Avoidance Phase, Evading anti viruses and firewalls, Tools used;
Attacks on Wireless Networks. Social Engineering Attacks and its types.

Unit VII - Network Security

IP security architecture, Security protocols, IPSec, Web Security — Firewalls, 1DS, IDPS -
Types and Technologies. Trusted systems ~ Electronic payment protocols. Network Security
Applications, Authentication Mechanisms: Passwords, Cryptographic authentication
protocol, Kerberos, X.509 LDAP Directory. Digital Signatures. Web Security: SSL
Encryption, TLS, SET. Intrusion detection. Securing online payments (OTP). Virtual private
networks.

Unit VIII - Network Forensics

Monitoring of computer network and activities, Live Packet Capturing and Analysis.
Searching and collection of evidences from the network. Network Intrusion Detection and
Analysis. SQL Injection, Event Log Aggregation - role of Page | 138

logs in forensic analysis, tools and techniques. Investigating network attacks. Evidence
collection from Routers & CCTV DVRs.

Unit IX - Introduction to Mobile and Wireless Technologies

Asynchronous Transfer Mode (ATM), Wireless Application Protocol (WAP). Cellular
technologies including Advanced Mobile Phone System (AMPS), Imode, Time Division
Multiple Access (TDMA), Code Division Multiple Access (CDMA) and Global System for
Mobile Communications (GSM) including features and relative strengths. Functions of
Subscriber Identity Module (SIM), International Mobile Equipment Identity (IMEI),
Bluetooth and Mobile Payment Gateways. Understanding of the mobile phone operating
systems - Android, 10S, Windows.

Unit X — Mobile and Wireless Devices Security

Security issues in Bluetooth, Mobile phones including SIM cloning and other Bluetooth
vulnerabilities. Attacks - Denial of Service (DOS), Packet Spoofing & Masquerading,
Eavesdropping, VOIP Spam and Vishing (VOIP Phishing), Toll frauds, Phone Phreaking,
Call tampering, Wireless Hack Walkthrough and Man-in-the-Middle-attacks. Overview of
WEP attack. Attacks on WEP, WPA and WPA-2 Encryption, fake hotspots.

Wireless Public Key Infrastructure. Securing WLAN, WEP Decryption script, Understanding
of SQLite Databases. Voice, SMS and Identification Data Interception in GSM. SMS security
issues — Availability, Confidentiality and Integrity issues.

Unit XX - Overview of Mobile Forensics

Mobile Forensic, Types of Evidence present in mobile phones - Files present in SIM card,
external memory dump, and evidences in memory card. Seizure and Preservation of mobile
phones and PDA. Mobile phone evidence extraction process, Data Acquisition Methods —
Physical, File System, Logical and Manual Acquisition. Good Forensic Practices, Mobile
Forensic Investigation Toolkit. Tracking of mobile phone location. Challenges to Mobile
forensics.



Unit XII — Android and iOS Device Forensics

Android Forensics — Procedures for handling android device, imaging android USB mass
storage devices, Logical and physical data extraction techniques. Data recovery techniques.
Forensic tools used. CDR and IPDR analysis. iOS Forensics — File Systems, 108 architecture,
Data stored in iPhones, Cross-contamination and Syncing, Data extraction - Extracting Image
Geo-Tags, Data Analysis and Recovery - SQLite databases, Forensic Tools used.

Unit X111

The World Wide Web, Web Centric Business, e-Business Architecture, Models of e-
Business, e-Commerce, Threats to virtual world. Cyber Crimes- Cyber Squatting, Cyber
Espionage, Cyber Warfare, Cyber Terrorism, Cyber Defamation. Social Media-Online Safety
for women and children, Misuse of individual information. IT Act 2000 - Objectives,
Applicability, Non-applicability, Definitions, Amendments and Limitations.

Unit XIV

Digital Signature and its legal recognition, e-signature, Electronic Records and their legal
recognition, Electronic Evidence. Electronic Governance. Controller, Certifying Authorities,
Cyber Regulation Appellate Tribunal (Rules announced under the Act). Data Security, E
Contracts and E Forms.

Unit XV

Information Technology (Amendment) Act 2008 - Objective, Applicability and Jurisdiction;
Various cyber-crimes under Sections 43 (a) to (j), 43A, 65, 66, 66A to 66F, 67, 67A, 678, 70,
70A, 70B, 80 etc. along with respective penalties, punishment and fines. Penal Provisions for
Phishing, Spam, Virus, Worms, Malware, Hacking, Trespass and Stalking; Human rights in
cyberspace, International Co-operation in investigating cybercrimes. Relevant Sections of
Indian Evidence Act and Banker™s Book Evidence Act.

Unit XVI

Introduction to Intellectual Property Rights, Conventions and Treaties relating to Global
Administration of IPR, Jurisdiction Enforcement and Administration of IPRs, Law of
Intellectual Property and Ethical Issues, IPR in India and Abroad, Introduction to Copyrights
as forms of Intellectual Property, Intellectual Property Issues in Cyber Space - Interface with
Copyright Law, Trademarks & Domain Names Related Issues, Metatags, Linking, Framing,
Adwords and Trademark Infringement.



Annexure B/3

Forensic Photography syllabus

Principles of Photography: Fundamentals of light and vision, light source,
geometry and photometry of image formation, types of camera (SLR & DSLR),
features, camera movement, exposing, & printing

Digital photography: Principles of digital photography, software for digital
photography, file formats-jpg, gif, bmp, tiff, raw etc., digital watermarking,
digital imaging, use of optical filters, photogrammetry, radiography,
photomicrography, microphotography.

Specialized photography- close-up, midrange and bird-eye view photography,
mndoor and outdoor photography, aerial photography, High-speed photography,
aperture and focus adjustment

UV, IR, close up, transmitted light, side light, trick photography, contact print
photography. oblique light photography, Faro technology for 3D documentation
of crime scene,

Radiography, microphotography, photography using scientific equipment.

Videography-basics of video camera and their function, video standard
formats, application of videography in forensic science. CCTV image
enhancement, processing of digital images and its manipulation,

Scope of photography in various disciplines of forensic science- finger

prints, foot prints, physics, chemistry, biology, ballistics, computer forensics,
crime scene etc.

Preparation of demonstrative images and juxta pose charts, use of photography
In reconstructing the scene of crime and its presentation in the court of law.

Legel aspect: Laws relating to digital evidence and its admissibility.



